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Email Security – Evoluzione delle minacce

2021

Esplosione attacchi verso 365
Sempre più notizie di attacchi

Attacchate anche le piccole aziende

Antispam Appliance
Spam: noioso ma poco pericoloso

2004

Antispam da H/w a Vx
VMWare, Hyper-V, KVM

2009

E-mail Cloud Service
O365

G-Suite

2015

Ramsonware
Cryptolocker

Perdita di dati

2012

I criminali si concentrano su 365
Spear Phishing

BEC

Impersonation

Furto di credenziali

Dirottamento conversazione

Scamming / estorsione

2018
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The universe of email threats
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Lower volume, higher impact

(annoyance) (severe pain!)

1-Spam: these are unsolicited, high-volume messages generally of a commercial nature, which are sent 
without regard to the recipient’s identity.
2-Malware:  this is software specifically designed to cause damage to technical assets, disrupt operations, 
exfiltrate data, or otherwise gain access to a remote system. malware is usually distributed through email 
attachments or urls leading to malicious content.

3-Data Exfiltration:  these types of attacks occur when data is copied or retrieved from a remote system 
without the owner’s consent. it can occur maliciously or accidentally.
4- URL Phishing:  cybercriminals try to obtain sensitive information for malicious use, such as usernames, 
passwords, or banking details. with url phishing, cybercriminals use email to direct their victims to enter 
sensitive information on a fake website that looks like a legitimate website.

4- URL Phishing:  cybercriminals use fraudulent schemes to defraud victims or steal their identity by tricking 
them into disclosing personal information. examples of scamming include fake job postings, investment 
opportunities, inheritance notifications, lottery prizes, and fund transfers.

5- Scamming:  cybercriminals use fraudulent schemes to defraud victims or steal their identity by tricking 
them into disclosing personal information. examples of scamming include fake job postings, investment 
opportunities, inheritance notifications, lottery prizes, and fund transfers.

6- Spear Phising:  highly personalized form of email phishing attack. Cybercriminals research their targets 
and craft carefully designed messages, often impersonating a trusted colleague, website, or business.
7- Domain Impersonation:  attackers attempt to impersonate a domain by using techniques such as 
typosquatting, replacing one or more letters in a legitimate email domain with a similar letter or adding a 
hard-to-notice letter to the legitimate email domain.

8- Brand Impersonation:  designed to impersonate a company or a brand to trick their victims into 
responding and disclosing personal or otherwise sensitive information.
9- Extorsion:  cybercriminals leverage usernames and passwords stolen in data breaches, using the 
information to contact and try to trick victims into giving them money.

10- Business Email Compromise:  attackers focus their efforts on employees with access to the company’s 
finances or personal information, tricking individuals into performing wire transfers or disclosing sensitive 
information.

11- Conversation Hijacking:  cybercriminals insert themselves into existing business conversations or initiate 
new conversations based on information they’ve gathered from compromised email accounts to steal money
or personal information.

12- Lateral Phishing:  attackers use recently hijacked accounts to send phishing emails to unsuspecting 
recipients, such as close contacts in the company and partners at external organizations, to spread the attack 
more broadly.

13- Account Takeover:  It is a form of identity theft and fraud, where a malicious third party successfully 
gains access to a user’s account credentials.



B
R

A
N

D
 -

C
o

n
te

n
t

Barracuda’s integrated approach to securing 
Microsoft 365



Solution options - Plans?
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Barracuda Email Protection plans
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- Security Awareness Training

- Cloud Archiving

- Web Security

- Domain Fraud Protection

Services…….

- Impersonation Protection

- Incident Response

- Cloud to Cloud Backup

- Data Inspector

- CGA for 365

Without 365
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- Security Awareness Training

- Cloud Archiving

- Web Security

- Domain Fraud Protection

Services…….

- Impersonation Protection

- Incident Response

- Cloud to Cloud Backup

- Data Inspector

- ZTA for 365

Without 365

Mail Servers:

- Exchange on Prem

- Gsuite

- Lotus Domino

- Kerio - Zimbra

- MDemon

- Others 
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• How many vendors do you have for your email security, back up, 
archiving,web security, security training, ZTNA for 365?

• What is your cost of each individual solution?

• How much time your team spends on set up and management of these 
solutions?

• How much time your IT team spends on post-delivery remediation?

• What is the cost of phishing or ransomware attack getting through?

• What level of support do you get with from your current vendors?

Barracuda invite consider your current costs of 
services developing Email Security Plans
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Virtual Coffée Break



Impersonation Protection
How does it work?
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Inbox defense technology

multiple classifiers 
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Inbox defense technology

Understands  abnormal behavior 

based on an identity graph

Gateways = 100s of rules for 

1000s of individuals = not scalable



Incident Response
Post delivery check & remediation…….



Automation

Threat hunting: 

Enable proactive threat discovery 

based on new and shared 

intelligence

Remediation: 

Simplify the process of 

removing unwanted email 

post-delivery.

Automation:

Automate the process of threat 

discovery and clean-up and 

continuously improve your security

Threat 

Hunting

Remediation



Email Threat Scanner
Open the black box……..
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Email Threat Scanner

https://scan.barracudanetworks.com



M365 Backup
Isn’t it included?……..



IL consiglio di microsoft…

- Contratto di Servizi Microsoft

- Capitolo 6, comma b

b. Microsoft si impegna a mantenere i Servizi attivi e funzionanti; tuttavia, non 
vengono offerti con un livello di qualità garantito e tutti i servizi online sono soggetti a 
malfunzionamenti e interruzioni occasionali. Nell’eventualità di un blackout o di 
un’interruzione del Servizio, l’utente potrebbe non essere in grado, di recuperare il 
Contenuto dell’utente. Microsoft consiglia all’utente di eseguire regolarmente un 
backup dei Dati e del Contenuto dell’utente archiviato nei Servizi o di archiviarlo 
utilizzando le App e i Servizi di terzi.
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Office 365 data backup 

Unlimited storage and retention with Barracuda

Groups



Email Archiving
Is it a must?……..
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I messaggi di posta elettronica con contenuto e rilevanza 
giuridica e commerciale devono essere conservati per dieci anni. 
In quanto corrispondenza, devono essere conservati 
ordinatamente per ciascun affare secondo le prescrizioni dettate 
dall’articolo 2214 del codice civile.
Le e-mail a contenuto commerciale, in particolare, vanno 
custodite anche a fini fiscali nel rispetto dell’articolo 22 del Dpr 
600/1973.

Perché archiviare le email?



Data Inspector
GDPR helping tool……..
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Office 365 data Inspector 

Alerting



Zero Trust Network Access
Rising up User Authentication……..
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Zero Trust Network Access Architecture

CloudGen Access Proxy service

on CloudGen Firewall
(in customer infrastructure)

Identity Provider
(SAML/ OpenID)

CloudGen Access Console 
(Web portal, SaaS)

CloudGen Access App
(remote devices, all operating 

systems, self enroll)

DNS intercept, redirect, encrypted mTLS



WAF as a service
Application Security entry point……..
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Barracuda WAF-as-a-Service

Built on the same proven technology 

Simple 5-step setup wizard adds protection in minutes

Intuitive component-based structure for fine-tuning policies 

Fully featured REST API

Always-on unmetered DDoS protection included

Automated vulnerability identification and remediation 

Enterprise-proven application security delivered in minutes
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How it works

User

(Browser)
App Servers

Barracuda Cloud Scrubbing Centers

(Multiple Locations Worldwide)
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Over 56 PoP’s – Azure and Own DC’s



Thank You



Thank You
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