Suite completa per la gestione di 365
Email Security/Dati/Compliance

Vs

Lbin@barracuda.com

Your journey, secured.

Luca Bin g
Senior EMEA Solution Architect ‘ 1 Biracuch



Barracuda Solution Framework

Managed Services / XDR
Deployment Choices / Flexible Consumption
( )

Email Data Network Application
Protection Protection Protection Protection
Spam, Malware, Threats Secure Access Service Edge OWASP Top 10

Backup
Phishing & Impersonation Zero Trust Security Bot Protection
Account Takeover Archiving Secure SD-WAN DDoS Protection
Incident Response Network Firewalls Client-side Protection
" Data Classification
Security Awareness loT/OT Security API Security
. J

Product Platforms

Threat Intelligence Platform



13 Tipi di minacce e-mail

Data
Exfiltration

Account
Takeover

Conversation
Hijacking

Domain Extortion

Impersonation

Scamming

Brand
Phishing Impersonation

Business Email

Compromise Phishing

>95% of Email Attacks <5% of Email Attacks

vé



Esempi di tipi di attacchi

Data exfiltration URL phishing Scamming

B Your iCloud Storage is almost full < 77 s IHs 0 b G 0 s =5, ALERT: VERIFICATION REQUIRED <« /)" 1"

Upgrade to 200 GB for 5259/Month

ishi Domain Impersonation
Extortion Spear Phishing P

@ You've been nominated!
Vulnerability Scan Required g

v,,\

wayfaic.com

Vi

wwayfair




Esempl

Brand impersonation

-1 1-1- 1 e

O]

| tipi di attacchi

m Microsoft

mandal

the delivery of n a mailSendTime: hiia T-'UTC"15 Hours']
x storage is full. «f e o s e for alarm is v ph

You can preview undelivered mail here and decide how to proceed. You can also get more information about quaran

Onc

Oryoucan

by going to the 1 the Security and Compliance Center. You'll need to log in with your

w the message by clicking the subject fink
Incide nallSendTime: hiia T;'UTC""16 Hours)  5.2KB

e reviewed your emails you ¢

be done by deleting messages you no longer need or 3 administrator.

10 delete the undelivered message now by choosing delete Failure to do either within 90 days will
€ 10 engag:

mail t

Conversation hijacking

Hello (email:firstName), 4

Did you receive my last email?

Your gift card order is pending until we can process the transaction. Please visit
the link here by end of day to confirm we have the right card on file

Once confirmed your order will be processed. Please allow five to seven business
days for delivery. Thanks, [email:firstName}, for taking care of this!

Ben Argos
Rewards Card Service

Account Takeover




Exampio di ransomware attack chain

0 1zl ko

STEP1: STEP 2: STEP 3:
Phishing email Account Lateral
Takeover (ATO) Movement

Phishing via email

= . 8., 0

STEP 4: STEP 5: STEP 6:
Infrastructure Disabling Elevated privileges
Access Alerts to admin

Setting the stage

D =
e P =

Create firewall rules Create registry key Extract data

Exfiltrating the data

. s
Hi =

STEP 10: STEP 11: STEP 12:
Send data Encrypt systems Demand ransom
to CnC

Encrypt and demand




Barracuda'’s integrated approach to securing
Microsoft 365

PREVENTION AND RESPONSE AND COMPLIANCE

Spam, Malware, and ATP
Phishing and Impersonation Protection Email Encryption and DLP

Account Takeover Protection Incident Response Cloud-to-Cloud Backup

Domain Fraud Protection Security Awareness Training

Barracuda
Email Protection”

Cloud Archiving Service

Data Inspector™




Impersonation Protection

Come agisce’
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Machine Learning: best for targeted attacks

| I = — ‘1 Im_personation
AP Broonetion Protection |

Email Inbox

Social graph
Statistical models
NLP

And more...

Real time decision making
and remediation




Inbox Tecnologia di difesa

|[$ multiple classifiers




Avere Evidenza

Apriamo la scatola nera.......

- “\} O B
e S : )
¢ N N \\
N
\
(
\

| & B3racuc :

Your journey, secured.




Email Threat Scanner

our scan summary

Threats Found wals Employees with Threats Detals

Total threat emails found across all of your employees’ inboxes in the past Total unique employ, at least one threat email in the past 12

Barracuda Email Threat Scanne|jiiis months

Serious threats may be o
your Office 365 mai

o s Threat Types Found : Domain DMARC Status

Total email threat types found in the 12 months. DMARC is an email authentication protocol that enables dom
Hover over each threat type for more information protect their domains from unauthorized use, also known as email

0 Not Configured
Domain can be spoofed or used for fraud

Reporting Mode

Damain fraud is reported, but is

Enforcement Mode
What is De d with DMARC en
A g business c




Domain Fraud Protection
SPE versus DKIM versus DMARC

AV S 3

< N> A
~ == X 3
” > \\\ '\‘ i ‘§"E
AN < »

V4 Barracuda. -

Your journey, secured.




Requirements for senders to Google recipients
All sender domains Over 5k messages




Incident Response

Controllo e Rimedio dopo |a CONSEGRE

N %
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~ =N : =,
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V4 Barracuda. -

Your journey, secured.




Automation

e

Remediation

Threat
Hunting

Threat hunting:

Enable proactive threat discovery
based on new and shared
intelligence

Remediation:

Simplify the process of
removing unwanted email
post-delivery.

Automation:

Automate the process of threat
discovery and clean-up and
continuously improve your security



Monito

| Lavoro dell’
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raggio h24

I'T aziendale

| & B3racuc :

Your journey, secured.




Come ci vedono gli utenti.....e come siamo

COACH
INNOVATIVO




Barracuda XDR
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Barracuda
XDR"

Combines technology and a 24x7
Security Operations Center
One-stop-shop to deliver holistic
cybersecurity-as-a-service to
your customers

Integrates with your existing
technology stack
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Backup and Archiving

Backup Vs Archiving

- A O PN
> S : ;
. N N 9 >
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\

WassERy

Your journey, secured.




Office 365 data backup

Automatic v _
daily backup . 4 *
) ﬁ Unlimited storage and retention with Barracuda
AV OneDrivVe| Microsotntraid || Sihgranojt
°
b B8 V4
Teams Exchange  Groups Clou Backup
Unlimited
Barracuda retention Barracuda
u Office 365 Cloud-to-Cloud Cloud

Backup

On-demand recovery
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Your journey, secured.




Office 365 data Inspector

OneDr ve Sharepoint

1] Office 365
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Your journey, secured.




Advanced

- Email Gateway Defence

- Domain Fraud Protection

- Impers./Phish. Protection

- Incident Response

vé



Premium

- Data Inspector - Cloud to Cloud Backup



Premium Plus

- Email Gateway Defence
- Domain Fraud Protection
- Data Inspector

- Security Awareness Training

- Impers./Phish. Protection
- Incident Response

- Cloud to Cloud Backup

- Cloud Archiving

vé



\ 4 Barracuoa.
Your jou rrjeyT secured.




Email Protection
—

lexible deployment
Al-powered detection and response
Spam, Malware, and Ransomware protection
Phishing and BEC protection
Account Takeover protection
QR-code attack protection
Link protection
Attachment sandboxing
Dynamic warning banners
DMARC reporting
Automated Incident Response
SIEM/SOAR/XDR integrations
Email encryption
Email continuity
Data loss prevention
Unlimited Microsoft 365 backup
Point-in-time data recovery
File scanning for Pll and malware
Remediation of improper file shares
Cloud archiving
Security awareness training*
Attack simulation*

* % A%

»*
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